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ABSTRACT

Purpose Systematic evaluation of health apps designed to
support and aid remote monitoring of patients during breast
cancer treatment and aftercare.

Method A systematic search and assessment of apps was con-
ducted using search terms: breast cancer; breast cancer ther-
apy; and breast cancer aftercare. Evaluation criteria were user
assessments, scientifically published benefits, user-friendli-
ness, data protection, app individualization, motivation, and
financial aspects. Up to two points (P) could be awarded per
criterion. The lowest possible score was 0 P and the maximum
was 28 P. Three examiners from different institutions indepen-
dently assessed the apps according to the specified criteria.
Reference value was defined as the average value given by the
examiners. Apps with >18P were classified as “recom-
mended”; > 11-< 18 P as “partially recommended” and <10 P
as “not recommended”.

Results A total of 776 apps (n =24 from the Apple App Store,
n=752 from the Google Play Store) were identified via search
query. After applying exclusion criteria, 36 apps (n=1 from
the Apple App Store; n=35 from the Google Play Store) were
evaluated. Using the mean point values of the examiners,
20 apps were classified as not recommended and 12 as par-
tially recommended (211-<18P). Four apps were rated
partially recommended by two examiners and recommended
by one examiner. Three apps were rated as recommended by
all examiners.

Conclusion Only a small minority of available apps meet rec-
ommendation criteria. Use of these apps may benefit breast
cancer patients.

ZUSAMMENFASSUNG

Zielsetzung Eine systematische Auswertung von Gesundheits-
Apps, die zur Unterstiitzung und Ferniiberwachung von Pa-
tientinnen wdhrend ihrer Brustkrebsbehandlung und in der
Nachsorgezeit entwickelt wurden.

Methode Es wurde eine systematische Suche und Auswertung
von Gesundheits-Apps durchgefiihrt. Die folgenden Such-
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begriffen wurden verwendet: Brustkrebs; Brustkrebstherapie;
und Brustkrebsnachsorge. Auswertungskriterien waren: Be-
nutzerbewertung, wissenschaftlich belegte Vorteile, Benutzer-
freundlichkeit, Datenschutz, App-Individualisierung, Motiva-
tion und finanzielle Aspekte. Es gab ein Maximum von 2 Punk-
ten (P) fir jedes Kriterium. Die niedrigstmdogliche Punktzahl
war 0P, und die hochstmdgliche Punktzahl betrug 28 P. Drei
Priifer von verschiedenen Institutionen bewerteten die Apps
unabhéngig voneinander entsprechend vorgegebener Krite-
rien. Als Referenzwert wurde der Mittelwert der von den Prii-
fern vergebenen Bewertungen definiert. Apps mit >18 P wur-
den als “empfehlenswert” eingestuft, > 11-<18 P als “teilwei-
se zu empfehlen” und < 10 P als “nicht zu empfehlen”.

Ergebnisse Es wurden insgesamt 776 Apps (n =24 vom Apple
App Store, n=752 vom Google Play Store) mithilfe der Such-
begriffe identifiziert. Nach Anwendung von Ausschlusskriterien
wurden 36 Apps (n=1 aus dem Apple App Store; n=35 aus
dem Google Play Store) bewertet. Basierend auf den Mittel-
werten der Priifer wurden 20 Apps als nicht zu empfehlen und
12 als teilweise zu empfehlen (=11-<18P) eingestuft. Vier
Apps wurden von 2 der Priifer als teilweise zu empfehlen und
von 1 Priifer als empfehlenswert eingestuft. Drei Apps wurden
von allen Priifern als empfehlenswert bewertet.
Schlussfolgerung Nur eine kleine Minderheit der existierenden
Apps erfiillen die empfohlenen Kriterien. Die Verwendung die-
ser Apps konnte fiir Brustkrebspatientinnen vorteilhaft sein.

Introduction

In the digital age, numerous aspects of everyday life are facilitated
or supported by mobile applications (apps). Increasingly, this also
applies to health issues. Health apps are mainly found on the
topics of fitness, nutrition, lifestyle changes, and primary preven-
tion. They perform various functions, such as reminding users of
appointments, and providing information on diagnosis. They may
also serve as a companion and advisor during treatment or rehabil-
itation, such as from various mental disorders or cancers.

In general, these apps behave like a personal assistant and of-
ten communicate through a speech recognition system such as
Siri (iPhone), Alexa (Amazon), or Google Assistant (Google).

Health insurance companies are increasingly offering their
members service apps. These are intended to facilitate online
communication with health insurance, help with the search for a
doctor, or manage health data. In the EU, medical apps must be
approved as medical devices [1] and bear the CE marking [2].
However, the CE marking is not an indicator of a health benefit. In
Germany, there are still no uniform quality criteria for such apps
and their content, functions and data protection. Medical apps
that have been tested by the Federal Institute for Drugs and Medi-
cal Devices (BfArM) for data security [3], data protection and func-
tionality are listed as “digital health applications” [4]. These DiGA
(= digitale Gesundheitsanwendung) are intended to help detect,
monitor, treat or alleviate health conditions, and attending physi-
cians have been able to prescribe them as a health insurance
benefit since October 2020.

In this mapping review, breast cancer health apps with a focus
on the treatment and/or aftercare phase were systematically eval-
uated for scientific accuracy (including whether scientific papers
had been written evaluating them), user evaluation, user-friendli-
ness, data protection, possibility of individualization, costs and
motivational aspects. Motivational aspects were defined as the
likelihood that a breast cancer patient would continue to use the
app. According to these criteria, the apps were evaluated and
categorized by three independent people into three categories:
recommended, partially recommended, and not recommended.

Materials and Methods

Search strategy and app selection

A search for breast cancer apps was conducted in the Apple App
Store (iPhone 8, software version 14.3) and the Google Play Store
(Samsung Galaxy A5, Android version 8.0.0.) with a German IP ad-
dress, and the apps to be evaluated were identified. The following
keywords were used: breast cancer; breast cancer therapy; breast
cancer aftercare. No restrictions were set on app store search
parameters. The search took place on January 29, 2021.

Duplicate entries between the three search terms in the same
app store and across the two app stores were excluded, as were
applications in a category other than medicine or health and fit-
ness.

Inclusion criteria: All apps available in the Apple App Store and
Google Play Store with the term:
= Breast cancer
= Breast cancer therapy
= Breast cancer aftercare

Exclusion criteria:

= Apps about cancer in general

= Apps about other cancers

= Apps about medical guidelines

= Apps only about lifestyle (e.g. nutrition, meditation, sports,
or similar)

= Apps not available in German and/or English

= Apps with downloads < 100+ in the Google Play Store (the
Apple App Store does not specify the number of downloads)

= Apps no longer available or apps with error messages

A pseudo-profile of a cancer patient was created to generate app
accounts where necessary and to test the app as described below.

The profile had the following characteristics:

Female German L. B. (username Lindaldstermaus), aged
56 years (01.01.1966), 2 children (not pregnant, now in meno-
pause), weight 76 kg and smoker of 12 cigarettes per day, breast
cancer diagnosis in the left breast in 2018. Wire-guided breast-
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conserving surgery (BCS) was performed with sentinel lymph node
biopsy (SLNB). The tumor formula was pT1c pNO (Sn) MO, estro-
gen receptor (ER) 12%, progesterone receptor (PR) 10%, Her2+
(Cish negative), Ki67 =30%. Adjuvant chemotherapy with epirubi-
cin and cyclophosphamide, followed by docetaxel, then radiation
and then treatment with anastrozole. So far, relapse-free. The pa-
tient complains of joint problems and a weight gain of 5 kg.

A German free email account (l.-b.@* **.de) was set up in order
to be able to create app accounts where required. If a question
about data not listed above came up in the app, (e.g stage, degree
or tumor size, breast cancer family history, resection margins) the
default answer “I don’t know” was chosen.

Data collection and evaluation process

A rubric for the assessment of breast cancer apps (> Table 1) was
created based on the following criteria [5]: user rating, scientific
accuracy, user-friendliness (the ability to adapt functions to the
needs of individual users to motivate the user to interact with the
app), data protection (data protection according to EU requla-
tions, which ensures the security of users’ medical data), app indi-
vidualization, motivation (i.e. likelihood of a user downloading
and/or continuing to use the app), and financial aspects. To assess
motivation, user rating in the app store as the first motivation to
download the app and scientific accuracy as a basis for discussion
with treating physicians were assessed (see » Table 1 for more de-
tails). To assess scientific accuracy, a PubMed search was carried
out with app names and/or the name of the development com-
pany. Where evaluations of the app appeared in PubMed search
results, the PubMed impact factor of the journal was used for eval-
uation [6], with a higher impact factor resulting in the app being
awarded more points (P). The privacy policy, where available, was
examined for compliance with the European General Data Protec-
tion Regulation (GDPR) [7]. Available functions of each app and
their performance in the test were briefly summarized.

The criteria are listed line by line in » Table 1. Up to 2P could
be awarded for each criterion. The maximum achievable value for
an app was thus 28P, while the minimum was OP. The sum of the
points awarded were categorized as follows: Each app with > 18P
was rated as “recommended”, each app with = 11-< 18P as “par-
tially recommended” and apps with < 10P were rated as “not rec-
ommended”.

After applying the inclusion and exclusion criteria described
above, the remaining apps were evaluated and categorized. After
a single evaluation of the apps, the mean value of the three assess-
ments was determined as a reference value. In the case of diver-
gent assessments regarding the degree of recommendation, the
dispersion around the mean value was calculated in order to re-
flect the “unity” of the assessors.

Results

App selection
A detailed app search flowchart is shown in » Fig. 1.

One of the reviewers tested the apps on an iPhone 8 (iOS soft-
ware version 14.3) and a Samsung Galaxy A5 (Android version
8.0.0.). At least two download attempts were made on subse-

3 AT B by. Duplicates removed
2 database search with
§ keywords (n=776) (n=176)
= —» » Apple App Store (n=7)
=] » Apple App Store (n=24)
< » Google Play Store
3 » Google Play Store (n=169)
- (n=752)
Reviewed apps: title and
short description in the Excluded apps (exclusion
E respective app store criteria) (n=537)
§ (n=600) —» » Apple App Store (n=15)
E » Apple App Store (n=17) » Google Play Store
» Google Play Store (n=522)
(n=583)
Apps checked for relevance il s
(n=63)
<100 downloads
» Apple App Store (n=2) b
(Google Play Store only)
» Google Play Store (n=10)
(n=61)
=
L
‘g v Excluded apps
3 Do s (=5) (e.g. no longer avallablle,
N error messages, exclusion
—» criteria met) (n=17)
» Google Play Store
(n=51) » Apple App Store (n=1)
» Google Play Store
(n=16)
v
Apps, evaluated by rating
5 grid (n=36)
F » Apple App Store (n=1)
E » Google Play Store
(n=35)

» Fig. 1 Flowchart of app identification, screening, eligibility, and
inclusion.

quent dates. A total of 776 apps (n =24 from the Apple App Store,
n=752 from the Google Play Store) were identified by search
query. After applying the inclusion and exclusion criteria, 36 (two
approved in Germany and 34 not approved) apps (n=1 from the
Apple App Store, n =35 from the Google Play Store) remained for
evaluation. The evaluations were performed by 3 independent
persons from different institutions (Examiner A: long-standing clin-
ical research scientist in the clinical research department of an
international pharmaceutical company; Examiner B: long-term
senior physician in a clinic with a specialization in gynecological
oncology; Examiner C: teacher at a secondary school, biologist at
the Institute for Alpine Environment at the European Academy in
Bolzano (Italy); diagnosed with breast cancer in April 2015 at the
age of 32, triple negative, G3; no children at the time; now 2 sons
aged 5 and 2 years; occasional assistance with statistical evalua-
tions at the Hemato-Oncological Day Clinic, Hospital Merano,
Italy). All three examiners used the above-mentioned patient pro-
file according to the evaluation criteria defined in advance. An
overview of the results is given in » Fig. 1.
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»Table 1 App Assessment Criteria.

User motivation

User rating as motivation
to download the app

Scientific solidity as a basis

Scientifi
for discussion with the clentt ICZ
. ) accuracy’
treating doctor/oncologist
Relationship between Ease of use
effort and benefit
Data protection of sensi-
tive medical data as the Privacy
key to user acceptance
Differentiation possi-
e i Individual-
bilities as the key o
ization
to user acceptance
Motivational aspects as
the key to consistent Motivation
app use
Cost/Advertising as ) .
Financial
the key to download
aspects

Acceptance

Category

User Rating’

2 points

exceeds expectations

4-5 points/stars in the App
Store (highest rating in both
Google Play Store or Apple

App Store)

High journal impact factor
(IF >5)

Interaction with attending
physician possible

independent, intuitive operation
App explanations are simple
and the app includes user guides
BS EN ISO/IEC 27001:2017

certified®

Meets GDPR/EU privacy
standards*

User interface can be
customized (e.g. font, size,
color, number of objects
displayed)

Hassle-free import of your
own content

Community available

Timer, journal, reminder etc.
available with export/connec-
tion to other systems/apps
No in-app purchases

No advertising

Free app

1 point

meets expectations

3 points/stars in the App
Store (middle rating in both
Google Play Stores or Apple
App Store)

Low journal impact factor
(IF <5)

Interaction with the attend-
ing physician partially possi-
ble or possible with difficulty

Can be used with little
support

App explanation is simple

User interface can be par-
tially customized (e.g. font,
size, color, number of objects
displayed)

Import of own content only
partially possible or possible
with difficulty

Timer, journal, reminder etc.
only partially available with
only partial export/connec-
tivity to other systems/apps

! Points are counted according to mathematical rounding: 0-2.49; 2.50-3.49; 3.50-5.00.
22018 Journal Impact Factor quoted by PubMed [6] of the magazine in which the app was quoted.
3 BS EN ISO/IEC 27 001:201748 is the internationally recognized standard for the secure management of information. It is the basic standard of the

ISO 27000 series of international information security management standards and the basic standard for the implementation of an information security

management system (ISMS) [8].

0 points

) Points
below expectations

0-2 points/stars in the App
Store (lowest rating in both
Google Play Store or Apple
App Store)

No journal impact factor/
No publication found

Interaction with attending
physician not possible

Use only possible with
a lot of support

The explanation of the app
is complicated

Not BS EN ISO/IEC
27001:2017 certified

Does not meet
GDPR/EUJEU data
protection standards

User interface does
not offer customization
options

No import of own content
possible
Community not available

Timer, journal, reminder
not available, no export/
connection to other
systems/apps

In-app purchases
Advertising in the app
App must be purchased

Total
points

4The GDPR/ Data Protection General Data Protection Regulation (EU) (GDPR)] is a regulation in EU law on data protection and privacy in the European Union
(EV) and the European Economic Affair (EEA) [9]. It also deals with the transfer of personal data outside the EU and EEA area.

After calculating the value of the three independent examiners,
20 apps were classified as not recommended (< 10 points [P]), and
12 apps were rated as partially recommended (=11-<18P). For
4 apps, there were differences in the degree of recommendation
between the examiners: “Breast Examination: “Breast Cancer
(NextGen eSolutions Pvt. Ltd.)” (14-12-20P), “Becca - Breast

Cancer Support (Breast Cancer Now - Becca)” (16-15-24P) and
“Know your Lemons (Know Your Lemons Foundation)” (14-13-
26 P), were rated as recommended by examiner C and “Meine
Busenfreundin (Meine Busenfreundin GmbH)” (20-15-not avail-
able [N/A] P) was rated as recommended by examiner A. The aver-
age point value of all four apps “Breast Examination: Breast Cancer
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(NextGen eSolutions Pvt. Ltd)”: (16 P), “Becca — Breast Cancer
Support”, “Know your Lemons” and “Meine Busenfreundin”:
(18P) fell into the “partially recommended” category. The app
“Meine Busenfreundin” (Meine Busenfreundin GmbH) could not
be found by one examiner in the App Store. The app “Out-
comes4Me - Breast Cancer Care” was rated as partially recom-
mended by one examiner and recommended by two examiners
(16-19-25P), with an average value of 20P, over the defined
threshold for rating an app as “recommended.” Additionally, the
app “OWise” was rated as recommended by all three examiners
(20-19-28 P) and the average value of the assigned points (23 P)
was also over the threshold to rate an app as recommended. In
Germany, two apps “Mika (Fosanis GmbH)” and “CANKADO PRO-
React Onco” are approved as health apps and can be prescribed
by doctors. Mika (Fosanis GmbH) (Px HealthCare Group Ltd.) (18-
19-N/A P) was rated as recommended with a mean value of 19,
although this app could not be found in the App Store by one of
the reviewers. The second app approved as a health app in Ger-
many, CANKADO PRO-React Onco (CANKADO Service GmbH)
(18-19-20 P), was rated as only partially recommended by one re-
viewer with 18 P, though the average value of all three reviewers’
ratings put it in the “recommended” category.

Following a PubMed search, publications evaluating n= 10 apps
were located, and for n=2 the impact factor was available at
PubMed [6]. All apps (n = 36) were free, n = 2 (13.9%) of apps had
an online store for in-app purchases, and n = 21 (58%) showed
ads. No app was “BS EN ISO/IEC 27001:2017” certified and only
n =5 (9%) apps were compliant with GDPR/EU requlations [8].
Most apps were rated as intuitive and easy to use for users with
normal IT user expertise. A detailed overview of the individual
assessments can be found in »Table 2, » Table 3, » Table 4,
» Table 5.

The Federal Agency for child and youth media protection di-
vides entertainment software into 5 USK age codes (USK 0, USK 6,
USK 12, USK 16 and USK 18) [10]. The age rating of the apps was
inconsistent between the two app stores as age rating categoriza-
tion in the Apple App Store and Google Play Store are different in
both age rating and definition. The age rating subdivisions for
both app stores are listed below:

Apple App Store:
= 4+: Apps “contain no objectionable material.”
= 9+: Apps “may contain mild or infrequent occurrences of

cartoon, fantasy or realistic violence; and infrequent or mild

mature, suggestive or horror-themed content.”
= 12+: Apps “may [...] contain infrequent mild language;

frequent or intense cartoon, fantasy or realistic violence; mild

or infrequent mature or suggestive themes; and simulated

gambling.”

= 17+: Apps “may [...] contain frequent and intense offensive
language, [...] cartoon, fantasy or realistic violence; and fre-
quent and intense mature, horror and suggestive themes;

plus sexual content, nudity,” and substance use [11].

Google Play Store (for Germany):

= USK 0 - All ages: Content “without youth protection
relevance”

= USK 6 - Ages 6 and above: “Can contain elements that may
not be appropriate for pre-school children.”

= USK 12 - Ages 12 and above: May include “scary elements,
shock effects, some explicit language, sexual contents or
occasional violent imageries.”

= USK 16 - Ages 16 and above: May include “some realistically
designed displays of violence, an accumulation of shock and
horror elements, consistently explicit language or apps with an
erotic or sexual focus are summarized in this category.”

= USK 18 — Ages 18 and above: May include “realistic and explicit
violence” or “unquestioned drug use” [12].

The only app found in both app stores “Meine Busenfreundin” was
rated for the age group of 17+ years in the Apple App Store and as
USK 0 in the Google Play Store [8], which illustrates the differences
between the rating systems. Two apps (“Breast Cancer Guide
(Expert Health Studio)” and “breast cancer guide (Free Apps For
Everyone)”) were rated USK 12 and n = 1 app “Breast cancer
(Canada Dev Apps)” was rated USK 6, while the remaining (n = 30)
apps were rated USK 0.

The six highest-rated applications and the two apps recom-
mended by the examiners are described in more detail below:

Breast Examination: Breast Cancer
(NextGen eSolutions Pvt. Ltd.)

This app requires an account with a valid phone number and ad-
dress. Access to photos and camera is requested when the app is
first opened. Descriptions are very detailed; in fact, the medical
content is too detailed for lay people. According to the Google
Play Store description, the app is designed to help health care pro-
fessionals make women aware of the earliest signs of breast can-
cer through self-examination. Breast exam results and pattern his-
tory, photos of the examination and sketches in a diagram can be
saved. There is also a link to a self-examination video visible when
the app is first launched. A database backup and database import
can be performed and data uploaded to a server, implying a con-
nection to a hospital’s IT network.

The data protection policy, which does not comply with the
European Standard, is linked in the Google Play Store. The home-
page of the Indian IT company NextGen eSolutions Pvt. GmbH
[13] provides detailed information about its development of IT
solutions and applications for healthcare.

The app was evaluated as partially recommended because it
does not touch on the topic of breast cancer treatment or after-
care.

Becca - Breast Cancer Support

This app was developed by the British breast cancer charity “Breast
cancer now”. The user receives five personalized flashcards daily
with hints, tips, information, recipes, and training programs. A
nurse can be contacted if needed. The app is only available in Eng-
lish and for residents of the UK. The app is not designed as an as-
sistant in treatment or aftercare, but rather as a reference on the
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after-effects of treatment, body image and nutrition. The privacy
policy complies with the European Standard.

Know Your Lemons (Know Your Lemons Foundation)

An account is required to use this app, and access is secured with
an e-mail address and password. The app was a 2019 nominee for
a Webby award in the Health & Fitness 2019 category (Webby
Award) [14]. Know Your Lemons acts as a coach for breast self-
examination, with a training video, an explanation of the 12 symp-
toms of breast cancer, a 10-minute audio-guided self-examina-
tion, and monthly reminders. Everything is designed using a meta-
phor of breasts as lemons, which all three examiners reported
finding aesthetically pleasing and amusing. The Mona Lisa serves
as a guide through the app, as she claims to have over 500 years
of experience of examining her breasts. The second tab of the app
explains 9 things that increase the risk of developing breast cancer.
Breast cancer incidence in the US is mapped, but the user can also
choose a global map. The third tab provides information on a per-
sonal screening plan. A disclaimer must be accepted in order to
continue. Here, the user can schedule reminders, book a mammo-
gram (in the USA) or find the nearest diagnostic and treatment
center for breast cancer. The fourth tab is about donations, follow-
ing the Know Your Lemons Foundation on social networks, and
using educational tools. The Know your Lemons shop (which
recognizes the user IP address and asks if the user would prefer to
see prices in € instead of $) sells educational materials and other
products for the user’s selected country. A chatbot can be used to
obtain recommendations or ask questions, e.g. about order status.

A detailed usage policy is linked to the Google Play Store, but
neither this policy nor a privacy policy is displayed in the app or in
the online shop.

The app programming is sophisticated and is set up to educate
users on the difficult topic of breast cancer self-examination in a
humorous way. Its main focus is users from the USA, but it is pro-
grammed so that it can be used by English-speaking non-U.S. citi-
zens as well. The examiners rated this app as partially recom-
mended due to its lack of emphasis on treatment aftercare;
however, they assigned high points for scientific accuracy and ease
of use.

Meine Busenfreundin (Meine Busenfreundin GmbH)

With this German app, the user can create a personal medical pro-
file to get an individual plan for the treatment and aftercare
period. The app is also intended to provide information and tips
on side effect management, recommendations for stress manage-
ment, reminders to take medication, testimonials, support, moti-
vation and empowerment. Well-founded medical information is
conveyed in simple language. Furthermore, several partnerships
with various universities and clinics as well as the Bavarian State
Ministry for Economic Affairs, Regional Development and Energy
[15] and the Center for Digitization Bavaria [16] are mentioned.
Data protection, data use and revocation of consent to use
data options are provided in detail in accordance with GDPR/EU
regulations. The app is set up for the treatment and aftercare of
breast cancer patients. Although this app meets the necessary re-
quirements for a health app, no peer-reviewed publication or app

store rating could be found reviewing it. Furthermore, Examiner C
could not find this app, and therefore could not evaluate it. This
app was rated as recommended by examiner A, despite the lack of
rating and lack of publication assessing it. It was rated as partially
recommended by examiner B. Although the app appears to be
very well-structured and German-speaking, based on the mean
value of the evaluations, it failed to be rated as recommended by
the examiners by a margin of only one point (18 P).

Outcomes4Me - Breast Cancer Care
(Outcomes4Me Inc.)

This is a US/Canadian app designed in English only. With a perso-
nalized tool, it provides medical records, a personalized treatment
path (a snapshot of recommended treatment options, drug infor-
mation, and procedure alternatives based on medical record his-
tory), clinical trial comparison (link to clinical.trials.gov) [17], and
symptom management and its progression (logging a feeling,
symptom, adding medication, or diary entry). In addition, it is
stated that a consolidated medical record can be ordered by ex-
perts, and that all medical information submitted by users can be
tracked and consolidated in a report that is easy to read and un-
derstand. The import of medical records from a medical institu-
tion to Outcomes4Me is only possible with an institution number
and the last four digits of the user’s social security number. The
user can access validated external resources with additional veri-
fied information on genomics, specialized cases, and guidance
from the National Comprehensive Cancer Network [18], Center
for Disease Control and Prevention (CDC) [19], American Society
of Clinical Oncology (ASCO) [20], and the World Health Organiza-
tion (WHO) [21]. Comprehensive information about breast cancer
diagnosis (insurance, policies and much more) is offered. In addi-
tion, the privacy policy is in accordance with the Health Insurance
Portability and Accountability Act (HIPAA) [22] so that users have
control over their data. All three examiners rated this app as rec-
ommended. Unfortunately, the app is not well-suited to German
patients as it is only available in English and the complete range of
features can only be used by US/Canadian citizens.

OWise (Px HealthCare Group Ltd.)

This is an app that allows the user to add diary entries, notes,
audio recordings, photos and questions/answers to their own list
of questions. The user can easily add their patient profile. The
questions are explained very well in simple language. The efficacy
of OWise is in improving patient motivation and activity in women
with early-stage breast cancer, and was published in the BMC Trials
in January 2020 [23]. The user data protection policy was in accor-
dance with the latest EU data protection regulations. This app was
rated as recommended by all three examiners, but it is only of-
fered in English and abroad (in the Netherlands and the United
Kingdom). »Table 6 compares the six apps rated as recom-
mended by at least one reviewer and two DiGa approved apps [4].

Mika (Fosanis GmbH)

With the support of the Charité and the University Hospital Leip-
zig, this app was developed as a personalized accompaniment and
support for people with all types of cancer (including breast cancer
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patients) before, during and after treatment. It offers practical tips
and ideas on general aspects such as gaining control, reducing
stress, activating sources of strength, controlling emotions and ac-
cepting one's own body to promote health and quality of life in
those affected. Although this app is approved for medical prescrip-
tion for the support of cancer patients in Germany [24], no peer-
reviewed publication or review of the app could be found. As
expected, the data protection policy was in accordance with the
European standard [9, 24]. Furthermore, this app could not be
downloaded by Examiner C and was therefore only evaluated by
examiners A and B. This app was rated as partially recommended
(18P) by examiner A and recommended by examiner B (19P), de-
spite the lack of peer reviewed information, independent con-
firmation of scientific accuracy, and user rating.

CANKADO PRO-React Onco (CANKADO Service GmbH)

This app was one of the first approved web- and app-based digital
health applications to support breast cancer patients and is provi-
sionally approved by the BfArM as a DiGA. According to its descrip-
tion, it is “a web- and app-based digital health application to sup-
port breast cancer patients. Patients can catalogue their symp-
toms independently. Depending on the disease and ongoing treat-
ment, automated behavioral instructions are given to discuss the
respective symptoms with a doctor.” [25] This app is also available
in German and can be prescribed by attending physicians. As ex-
pected, the data protection policy is in line with the European
standard [9, 24]. Although this app has temporary approval as a
health app, no peer-reviewed publication or rating of the app
could be found. This app was rated as partially recommended by
Examiner A with 18P and as recommended by Examiner B (19P)
and Examiner C (20P). Since the app, which is temporarily ap-
proved as a health app, appears very well structured and is avail-
able in German, the mean value (19P) of the examiner ratings put
it in the “recommended” category. A detailed overview of the in-
dividual assessments can be found in » Table 6.

Discussion

Some studies have shown that health apps can cost-effectively
meet hitherto unmet needs of cancer patients and provide symp-
tom-oriented support and remote monitoring [6, 26, 27].

To the best knowledge of the authors, this paper is the first
comprehensive review and critical analysis of the applications
available in Germany for breast cancer. For the purposes of app
evaluation, an objective assessment rubric was created based on
already established assessment methods (source: “SchulApp”) and
app search results were evaluated by three independent exam-
iners according to the specified study protocol. The assessment
was carried out by three independent people with different IT skills
and different medical and English language skills.

The most common weaknesses of the apps evaluated as “not
recommended” were lack of data protection, unsound medical ad-
vice, and lack of transparency about source data from the institu-
tion or company that developed the app. In view of the serious-
ness of a breast cancer diagnosis and the long-standing existence
of the data protection rules, this is remarkable and demonstrates

the need for an objective assessment of such applications by
someone with a medico-legal background.

In terms of content, many apps from the evaluation dealt with
general information on breast cancer or breast (self-)examination
and screening and less with breast cancer treatment or breast can-
cer aftercare. Some applications were designed to essentially act
as reference works about breast cancer and breast cancer screen-
ing. Some apps contained advertisements. Of the applications ex-
amined, only one was available in German which comprehensibly
presented the medical information, apart from the two apps
approved in Germany. In the other applications, adequate health
literacy and English language skills were necessary to detect errors
in the content. In terms of content, diagnostics and treatment, in-
cluding rehabilitation, were often not the focus of the applica-
tions.

The advantage of the applications is that information can be
collected, retrieved and visualized at any place and any time [28].
Here, we break down the advantages and characteristics of the
apps in more detail. The use of an app during the treatment and
aftercare period gives the patient time to reflect on information
given to them by their attending physician following appoint-
ments. Apps can include graphic explanations, short videos, and
links to other helpful resources. A summary appropriate for lay
people is used to explain medical terms. Several apps connect
patients to a community or social network. This is very helpful to
help patients feel that they are not alone in their situation.
Keeping a diary in the app is a possibility and could be a way for
patients to experience relief from the disease, process it better,
reduce stress, and increase motivation.

The study “CHARISMHA - Chances and Risks of Mobile Health
Apps” examined the advantages and disadvantages of medicine
and health and wellness-related mobile health apps. It demon-
strated that these apps tend not to address disease diagnosis and
treatment, a result which was in line with our findings [28].

App store search results vary and depend on the device and
the browser used (Apple App Store or Google Play Store). Search-
ing with a different keyword on another day or in another app
store can give completely different results because the user has no
control over the hit entry and advertising strategies of the store.
Additionally, it is important that a health app not contain adver-
tisements and that the user should always be able to get to the
right page. This was not the case for all the apps evaluated in this
study.

With a health app, both the patient and the attending physi-
cian should be able to access patient data and unauthorized access
by strangers should be impossible.

Many audited health apps do not meet data protection require-
ments [28]. There is often a lack of transparency in the privacy
policy and in obtaining user consent. Insofar as data is stored
abroad, its use is not subject to the German/European data pro-
tection regulations [9]. Privacy policies are usually linked, but they
are written in legalese and are difficult to understand by those
without a legal background. Some apps in the Google Play Store
can only be downloaded if consent is given for access to photos/
media/data in advance.

In their app search of 200 apps, Follmer et al. demonstrated
that the average app privacy policy was about 2900 words long
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(30-33000 words) [29]. An adult reads an average of about 200
to 350 words per minute [30]. To read privacy policies, an app user
needs about 12 minutes and, if the complexity of the text is taken
into account, even longer. Because of this, there is a high probabil-
ity that only a few app users read the privacy statements [29]. The
purpose of the privacy policy should be to inform app users in a
comprehensible way about how their data is processed. Unfortu-
nately, many health app privacy policies do not do this adequately.
A health app should respect the privacy of users, but many apps
offer neither a privacy policy written in easy-to-understand lan-
guage nor a privacy policy in line with EU privacy standards. For
these reasons, privacy concerns were the most common reason
why apps were rated as not recommended in our study.

If health apps contain advertising or offer sales, this indicates a
commercial interest of the apps rather than a solid scientific and
medical interest for patients. Users should be able to access infor-
mation in the app or on the Internet homepage regarding scien-
tific advice or connections to medical research. Any possible con-
flicts of interest should be indicated and the ways in which perso-
nal data may be used for advertising, medical research or other
applications should be described in a comprehensible way. The
apps offered by companies outside the EU rarely state whether
their app has a terms of use or complies with data protection
regulations.

At the same time, it should be possible for the treatment team
and health insurance companies to select, use and recommend
suitable apps. A health app should also enable communication be-
tween the patient and the treatment team. Furthermore, it makes
sense to give the treatment team an overview of the treatment,
side effects and possible complications. Only a few of the apps we
evaluated offered these features (Meine Busenfreundin, Out-
comes4Me, OWise).

In Germany, apps can be prescribed to patients by treating
physicians if they are certified by the BfArM and listed in the Digi-
tal Health Applications Directory [4]. Among these, only two apps
(Mika and CANKADO Pro-React Once) have been approved by the
BfArM on the subject of cancer (as of February 24, 2022) [24].

“Mika” (Fosanis GmbH, Germany; provisionally approved) is
approved for the management of various types of cancer (cervical
cancer, uterine cancer and ovarian cancer), and the "CANKADO
PRO-React Onco" (CANKADO Service GmbH, Germany, provision-
ally approved) is the first approved app for breast cancer care [24].
These two apps are also available in German and can be pre-
scribed by attending physicians. As expected, these apps address
data protection in accordance with the European standard [4, 9].

The work of Schinkéthe et al. demonstrated that, during the
COVID-19 pandemic, web- and app-based secure telemedical
communication between doctors and their patients was possible.
Furthermore, through these communication channels, infected
doctors in quarantine could also continue to provide remote mon-
itoring of patients with chronic diseases via telemedical services,
thus improving the safety of people and medical care [31]. An-
other app available in German, which adequately addressed data
protection and was evaluated as recommended, is “Meine Busen-
freundin”. The two apps “Outcomes4Me - Breast Cancer Care”
and “Owise”, which were rated as recommended by all three ex-
aminers, can be used by German patients, but the full functional-

ity is only available to patients in the USA/Canada (Out-
comes4Me), and the Netherlands and the UK (Owise). In addition,
these applications are not available in German.

In 2022, Graf et al. published a study including 106 breast can-
cer patients that showed that electronically based patient ques-
tionnaires (ePRO) are suitable for measuring HRQolL among breast
cancer patients and that these patients preferred the ePRO assess-
ment to the paper-based patient questionnaire (pPRO) assess-
ment. It was also found that female patients considered the ePRO
assessment to be an improvement in hospital health care [32].

For patients with invasive breast carcinoma, the ENABLE study,
funded by the G-BA (Federal Joint Committee), is being conducted
at Heidelberg, Tiibingen, and Mannheim University Hospitals. The
aim of this study is to establish and evaluate a close-meshed con-
trol of the quality of life (Health-Related Quality of Life [HRQoL])
under therapy with testing of a side effect-based intervention
(“Reactive PRO Assessment — RPA”). In addition, laboratory param-
eters and Patient-Reported Outcome Measures (PROM) will be col-
lected to identify predictive factors and detect high-risk patients.
Electronic feedback to the treatment team for higher grade side
effects/impairments and monitoring of symptoms in interaction
with the treatment team using the app as an information tool are
also among the goals of this study [33]. The app can be down-
loaded from both the Apple App Store and Google Play Store. The
app was rated with an average of 4.8 stars by 21 study partici-
pants. The three investigators could not rate this app because this
app can currently only be used by study participants. For this rea-
son, no general rating and recommendation could be given [34].

Summary

There is a great social and economic need to create a high-quality
and cost-effective care model for the long-term management of
cancer patients and survivors. The implementation of app-based
care enables remote monitoring and tracking of activity changes
and symptoms for both care teams and patients. After systematic
evaluation of the breast cancer health apps available in Germany,
only a few apps met the requirements of physicians, breast cancer
patients and survivors. A health app should meet the standards of
European data protection laws, use simple and understandable
language, and be easy to use. If the above criteria are met, apps
for breast cancer patients can be an accompanying partner to pa-
tients and physicians with added medical value from the time of
diagnosis.
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