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Summary

Objective: To assess the impact of open-source projects on mak-
ing healthcare systems more resilient, accessible and equituble.
Methods: In response to the Intemational Medical Informatics
Association (IMIA) call for working group contributions for the
IMIA Yearbook, the Open Source Working Group (OSWG) conduc-
ed a rapid review of current open source digital health projects fo
illustrate how they can contribute to making healthcare systems
more resilient, accessible and equitable. We sought case studies
from the OSWG membership to illustrate these three concepts
and how open source software (0SS) addresses these concepts

in the real world. These case studies are discussed against the

Intoduction
In response to the International Medical
Informatics Association (IMIA) call for
working group contributions for the IMIA
Yearbook, the Open Source Working Group
(OSWG) conducted a rapid review of
current open source digital health projects
to illustrate how they can contribute to
making healthcare systems more resilient,
accessible and equitable.

We sought case studies from the OSWG
membership to illustrate how open source
software (OSS) addresses these concepts in
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background of literature identified through the rapid review.
Results: To llusfrate the concept of resilience, we present case
studies from the adoption of District Health Information Software
version 2 (DHIS2) for managing the Covid pandemic in Rwanda,
and the adoption of the OpenEHR open Health IT standard. To llus-
frate accessibility, we show how open source design systems for user
interface design have been used by govemments o ensure accessi-
biliy of digital health senvices for patients and healthy individuals,
and by the OpenMRS community to standardise their user inferface
design. Finally, to llustrate the concept of equity, we describe the
OpenWHO framework and two open source digital health projecs,
GNU Health and openlMIS, that both aim to reduce health inequi-

the real world. These case studies are dis-
cussed against the background of literature
identified through the rapid review.

2 Resilience

To illustrate the concept of resilience, we
present case studies from the adoption
of District Health Information Software
version 2 (DHIS2 [33]) for managing the
COVID-19 pandemic in Rwanda, and the
adoption of OpenEHR.
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figs through the use of open source digital health sofware.
Conclusion: This review has demonstrated that open source
soffware addresses many of the challenges involved in making
healthcare more accessible, equitable and resilient in high and
low income seftings.
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2.1 Open Source Software for
Health Systems Resilience facing
the COVID-19 Pandemic in
Rwanda: a Case Study

Resilience in health information technology
(IT) has been defined as “institutions’ and
health actors’ capacities to prepare for, recover
from and absorb shocks, while maintaining
core functions and serving the ongoing and
acute care needs of their communities” [1].
The resilience of health systems in low- and
middle-income countries (LMICs) has be-
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come an increasingly important research topic
since the 2014 Ebola Virus Disease (EVD)
outbreaks in West Africa [2] and is now
magnified with the current Covid pandemic.

In response to the COVID-19 pandemic,
a 2020 World Health Organization (WHO)
policy brief highlighted the need for effective
‘information systems and flows’ and strong
epidemiological surveillance as key resil-
ience-building strategies [3]. The pandemic
has been characterized by high levels of un-
certainty with rapid changes in policies and
urgent demand for data and digital technology
responses. In early 2020, Sri Lanka developed
an effective digital platform for responding to
the emerging pandemic using the open source
DHIS2 platform. The system provided an ef-
fective and agile response, with the ability to
support case surveillance and contact tracing,
and integrating disparate information systems
to ensure critical lab test results could be used
in the COVID-19 response [4].

Sharing solutions and experience from
the Sri Lanka case through the DHIS2
global network, Rwanda also embarked on a
process to develop a digital health response
to COVID-19 using the DHIS2 platform.
From March 2020, the Rwanda DHIS2
team implemented a case surveillance and
contact tracing systems, using software
developed through the Sri Lanka initiative
and enhanced through global collaboration,
and included in the new WHO digital health
packages [5]. These open source packages
consist of health program specific stan-
dardised metadata sets that can be down-
loaded and installed in DHIS2. The Rwandan
Ministry of Health (MoH) reported that they
saved considerable time by downloading the
WHO metadata and then adding additional
data variables they already used in their
paper-based reporting, and which were not
part of the standard package:

“We saved time by not having to argue too
much with multiple stakeholders on what
data to include or not, since the standards
were recommended by WHO and it was
easy to include additional needed data
variables.”

Rwanda MoH Team Member

The lab system work-process, from taking
the sample, transporting to the lab, and the
dissemination of results, however, turned
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out to be the biggest bottleneck. Turnaround
times of up to one week made real time
surveillance impossible. The MoH team
then embarked on a full revamp of the lab
system at the Rwanda Biomedical Centre,
reducing and optimising the work-processes,
deploying Android tablet computers for end
users, installing workstations in the labs,
and establishing a public portal for book-
ing a COVID-19 test, online payment, and
checking of results. The entire system was
based on the Open Source DHIS2 platform.

When vaccination became possible in
March 2021, the MoH team started to devel-
op a vaccination support module in DHIS2
linked to the lab module with the same
unique identifier. There were initially several
competing systems suggested by development
partners and one of these was first selected as
the Covid vaccination system. With develop-
ers based in the United States (US) and with
little local knowledge, this “development
from a distance” approach, however, failed
to respond to the needs of the MoH and the
evolving requirements of the COVID-19
vaccination campaign, such as the need for
Quick Response (QR) coded certificates and
interoperability with the lab system. Given
this development, and the positive results
from the implementation of the DHIS2 lab
system, the MoH selected the DHIS?2 plat-
form for COVID-19 vaccination support and
also later decided that all COVID-19 related
systems should be based on the DHIS2 plat-
form. The need for local ownership, control
and experience of the technology were seen
as key reasons leading to this decision.

An entire ecosystem of COVID-19 relat-
ed apps, modules and services has now been
developed and are currently in operation
for such tasks as: tracking of cross-border
trucks and drivers, QR coded certificates,
self-registration for travellers to Rwanda
for their health declaration, uploading of
documents, payment for rapid test at arriv-
al, and for Short Message Service (SMS)
text messaging of results. The vaccination
campaign targeted the adult population of
approximately 7.5 million people and had
reached 7 million doses by mid-November,
2021. Several vaccines were used, includ-
ing: Pfizer, Moderna, Johnson & Johnson,
and Sputnik, with the majority requiring
two doses.

During one week in November 2021, 1
million doses were given, providing pressure
on the server and team, as the approach of
using real-time online registration of vacci-
nation, meant that if the server was down,
users had to change their work process and
keep notes on paper, which is complicated
because each dose is to be linked to a unique
identifier. Response time was critical, and
the global DHIS2 open source network was
engaged in supporting the Rwanda team
in addressing server bottlenecks, such as
to “kill” processes lasting more than one
minute, and removing the autocomplete
function on search fields which can create
high server loads.

The Rwanda DHIS2 team has provided
an effective and agile information and dig-
ital response to the pandemic and thereby
contributed greatly to the resilience of the
Rwanda health system and society in the
Covid pandemic (see rbc.gov.rw for daily
updated data on cases and vaccination).
The open source capacity and quality of the
DHIS2 platform have been a prerequisite for
building capacity in developing and master-
ing systems in the Rwanda team as well as
for establishing a reciprocal collaborative
global network for sharing digital solutions,
best practices, support and learning. The
platform aspects of DHIS2 has also been
important in building the plurality apps need-
ed for responding to the pandemic on top of
DHIS? and interacting through the open API.

2.2 EHRbase: an Open Source
openEHR Platform for Health
System Resilience

Another aspect that influences resilience is
the ability to substitute a health IT system
that has been critically compromised. With
this regard, there has been a debate over the
need for open platforms that allow develop-
ing data representation from the system in a
way that allows different systems to operate
over the same set of data. An advocate for
this approach is the openEHR open standard
which separates clinical information models
from the software domain model. While
openEHR provides an open standard with
free to access specifications and publishes



validated information models for interoper-
ability in its Clinical Knowledge Manager
(CKM) [6], the availability of open source
openEHR-based systems has been very
limited. For example, Slovenia and three
health regions in Norway rely on openEHR
standards, but they are implemented through
proprietary software applications.

Inspired by the need for new open source
options that could increase the availability
of openEHR-based systems, the Ripple
foundation developed the open source
openEHR database, Ethercis [7]. Ethercis
has now evolved into the EHRbase platform
[8] developed by the German HiGHmed
consortium [9] in collaboration with industry
partners. These developments have provided
an open platform where both the software
and the information models for interopera-
bility are widely available for any organiza-
tion that wants to adopt them. In this way,
openEHR has increased the resilience of its
approach by allowing health organizations
to choose open source options or proprietary
openEHR-based platforms if they require
extended functionality. Additionally, in the
event of a critically compromised system, the
information layer still can be used by replac-
ing the software layer since the underlying
data representation formalism is the same.

Another relevant topic related to resil-
ience is cybersecurity. Currently, digital
health systems suffer from an upward trend
in data breaches, with thousands of patient
records compromised by different types of
cyberattacks [10]. Many of these cybersecu-
rity risks include high-impact actions such
as ransomware attacks which can result in
a critical impact on the health information
infrastructure. Most open source software
projects rely on the network infrastructure
for their cyberdefense, but they will need to
adapt their designs to more resilient archi-
tectures including the security-by-design and
zero trust approaches in order to deal with
future cyber risks [11].

Previously, we discussed the open source
initiatives in the context of openEHR. Al-
though these initiatives are clearly contribut-
ing to realize the open platform ecosystems,
there is still a path to walk in order to make
them fully accessible. Currently the develop-
ments are mostly back-end systems that re-
quire highly trained personnel to deploy and
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operate them. Developments that facilitate
the use of openEHR backend services and
offer comprehensive accessible GUI to run
them are needed for these developments to
contribute in contexts with limited resources.

3 Accessibility

To illustrate the concept of accessibility,
we show how open source design systems
for user interface design have been used by
governments to ensure accessibility of digital
health services to patients and healthy indi-
viduals, and by the OpenMRS community
to standardise their user interface design.

3.1 Open Source Design Systems
for Digital Health

When individuals access digital health
services such as digital vaccine passports,
appointment booking systems, or personal
health record systems, they should be able
to expect an accessible, user friendly and
equitable standard of service [12]. Clinicians
too, should be able to expect that the digital
systems they use have been designed to meet
their needs and to have high standards of
usability and interoperability [13].

In recent years, governments around the
world have begun to introduce open source
design systems that enable service design
teams to follow commonly-agreed and tested
sets of design principles, user interface (Ul)
components, and design patterns that aim to
ensure that digital health services can deliver
on national service standards for all users
(patients and healthcare providers). Many
open source global digital health projects,
such as OpenMRS [4, 14-16], OpenIMIS,
GNUHealth and DHIS2 [17] have also ad-
opted open source design systems (or frame-
works) that aim to achieve high-levels of
usability while following international best
practice to ensure equitable access to users.

A design system is “a complete set of
standards intended to manage design at scale
using reusable components and patterns”
[18]. For large scale projects, such as DHIS2
and OpenMRS, and for governments pro-
viding health services to large populations,

ensuring a consistent user interface across
services helps users to quickly learn how to
use new services and enables service design
teams to avoid “reinventing the wheel”,
freeing up resources to focus on testing and
improving the overall design system. Design
systems usually consist of a set of design
principles, a style guide (which colours,
icons, layouts and typography to use), com-
ponents (sets of user interface elements fre-
quently used together such as a search box)
and patterns (sets of components commonly
used together such as a multi-page form).

A key element in providing accessible
and equitable digital services in the health-
care sector is the ability of users (clinicians
and patients) to be able to access online
services without needing to constantly re-
learn how to use the user interface. Open
source design systems can help address this
challenge while also providing economies
of scale to governments and open source
digital health projects.

The adoption of open source design sys-
tems has standardised the usability, accessi-
bility and equality of access to a wide range
of digital services in the countries where
they have been implemented to replace a
diverse range of existing user interfaces
used by government services. By adopting
an open source approach to designing user
interfaces for healthcare services, govern-
ment agencies and suppliers can reduce
the considerable overhead of reinventing
designs whilst benefiting from ongoing user
research that is continuously improving the
open source systems.

3.2 The NHS Design System

The National Health Service (NHS) open
source design system is based on the United
Kingdom (UK) government’s GOV.UK de-
sign system established following a strategic
review of the “Directgov” website that was
then used to allow UK citizens and residents
to access a limited number of government
services. The review was carried out by Mar-
tha Lane Fox and recommended a sweeping
overhaul of all UK government websites
and centralisation of the teams that design
and manage online services [19]. The result
was a new “Government Digital Service”
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(GDS) and a set of core design principles
[20] based on Fox’s success developing
commercial websites such as lastminute.
com. These principles formed the basis
of the GOV.UK design system and were
subsequently adapted to create the NHS
Design Principles (Table 1).

Using their respective sets of principles,
both design systems have developed a sim-
ilar set of design styles, components and
patterns, with the NHS system geared more
towards healthcare services resulting in
similar designs but with clearly recognisable
differences such as the colour scheme used
for the header banner (black for GOV.UK
and NHS Blue for NHS) (Fig 1).

The NHS Design system is now used
across a wide range of NHS services including
the NHS website, NHS.UK, which receives
over 50 million visits every month [21] al-
lowing users to look up information on their
health conditions and access NHS services.

3.3. The United States Web Design
System (USWDS)

The USWDS was developed by the 18F, US
government design agency (named after the
address of the Government Service agency
building in Washington DC - 1800 F Street).
18F was established around the same time
as the UK’s GDS by a group of Presidential
Innovation Fellows with a similar back-
ground in industry and a drive to transform

Table 1 Comparing the UK GDS and NHS Design Principles.

the usability and accessibility of government
digital services. Similarly to the UK GOV
and NHS design systems, the USWDS has
a set of principles and components. It uses
‘design tokens’ and ‘utilities’ as the style
guide and a set of templates for common de-
sign patterns such as ‘authentication pages’
and ‘404 pages’.

3.4 The GOLD AU Design System

In a similar vein to the UK and US design
systems, in 2018 the Australian Govern-
ment developed a 13-point digital service
standard and set of open source components
and templates to enable Australian Govern-
ment agencies to develop consistent digital
services. In 2021, the Australian Govern-
ment decommissioned the service leaving
government agencies to develop their own
design systems [22]. However, a group of
stakeholders have now taken over the GitHub
repositories under the banner of a new group
called Design System AU [23] who maintain
the design system now rebranded as GOLD
AU design system.

While some may argue that providing an
open source design system undermines the
competitive marketplace for new designs,
individual digital health services may not
have the budgets or skill sets required to de-
sign optimal user experiences independently.
In the healthcare sector, this can result in
reducing access to services for some of the

Principle GDS Principles NHS Design Principles

1 Start with needs Put people at the heart of everything you do
2 Do less Design for the outcome

8 Design with Data Be inclusive

4 Do the hard work to make it simple Design for context

5 Iterate. Then iterate again. Design for trust

6 Build for inclusion Test your assumptions

7 Understand context Make, learn, iterate

8 Build digital services, not websites Do the hard work fo make it simple

9 Be consistent, not uniform Make things open. It makes things better
10 Make things open: it makes things better
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most vulnerable members of the community
who have the highest needs for accessibil-
ity and standardisation. A non-government
approach, such as the new Gold AU system,
can draw lessons from open source projects
such as OpenMRS, DHIS2, GNUHealth and
OpenIMIS, who have implemented design
systems and frameworks across their projects
achieving high levels of usability and acces-
sibility for patients and healthcare providers.

3.5 OpenMRS

The OpenMRS electronic health record
(EHR) is deployed clinically in at least 44
low and middle income countries particu-
larly supporting care for HIV, TB, maternal
child health and non-communicable dis-
eases [15]. Whilst early implementations
of OpenMRS often relied on collection of
clinical data on paper forms for back entry,
there is strong interest and need for easy to
use point-of-care user interfaces with good
workflow mapping.

OpenMRS is undergoing a major rebuild
of the user interface using a MicroFrontEnds
architecture [24] to improve ease of use,
and better map clinical workflows. This in-
corporates the IBM Carbon Design System
“a complete set of visual, user experience,
and code guidelines and standards” that is
available as open source, along with ex-
tensive use of user testing and critiquing in
multiple countries [25]. High usability and
easier modification and combination of Ul
components should help with the challenges
of adapting EHR systems and in training and
support of staff with limited IT experience.

The new Ul architecture will also provide
the environment for new data visualization
and clinical decision support components.
These in turn will support deployment of Al
and machine learning models, for example
those created by recent research projects in
Kenya working to improve HIV care with
data from OpenMRS [26]. This will also build
on the support for the latest Fast Healthcare
Interoperability Resources (FHIR) data
exchange standards in OpenMRS allowing
UI components to access clinical data in the
OpenMRS backend [27]. This architecture
should allow data access from alternative
EHR databases that support FHIR.
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Fig. 1 Comparing the colour schemes of the GOV.UK Design System and the NHS Design System.

4 Equity

To illustrate the concept of equity, we de-
scribe the OpenWHO framework and two
open source digital health projects, GNU
Health and openIMIS, that both aim to
reduce health inequities through the use of
open source digital health software.

4.1 Open Source Software for
Digital Health Equity

Open source digital health systems are usu-
ally freely available for governments and
health systems enabling them to provide
more equitable access to healthcare services.
In this section we describe three large-scale
open source digital health programmes that
are supporting equitable health systems
around the world.

4.2 World Health Organization
(WHO) and OpenWHO, an Open
Source Communication Channel

OpenWHO [28] is an interactive web-based
platform from the WHO that launched in
2017 to respond to emerging frontlines of ep-
idemics, pandemics, and health crises [29].
OpenWHO provides a variety of educational

online courses available for caregivers and
decision makers with multilingual settings.
Users can take part in learning networks
developed by WHO and discuss health
experiences in-depth online. WHO is also
developing its public health platform for
four open source software projects [30] for
early detection, verification and risk man-
agement of public health. They are ready for
communication and contribution from the
open source software community on GitHub.

4.3 openlMIS

The Open Insurance Management Informa-
tion System was established in 2012 with
the Swiss Development Cooperation (SDC)
supporting the Community Health Funds
(CHF) in two regions of Tanzania. The
Swiss Tropical and Public Health Institute
(Swiss TPH), the Micro Insurance Acad-
emy (MIA), and Exact Software were the
partners who provided technical expertise.
Although it was launched initially in Tan-
zania, Cameroon and Nepal soon followed
suit. With increasing adoption, the SDC
shifted to an open-source software licensing
regime under the Affero General Public
License version 3 (AGPL3) license and
partnered with the German Development
Cooperation to launch the openIMIS initia-

ns  What'snew  Your privacy

tive. Since then, the openIMIS community
has expanded and has demonstrated various
ways open source software can contribute
towards universal health care.

openIMIS is premised on ensuring that
information technology plays a major role in
preserving equity in health financing schemes
through the support of appropriate technology.
Many health insurance scheme operators in
low- and middle-income countries (LMICs)
will struggle to achieve efficiencies unless
they have the knowledge, skills, and tools to
manage their data. openIMIS aims to address
these challenges by offering accessible free
and open-source software that LMICs can
use right out of the box.

openIMIS was born from an understand-
ing that developing software from scratch
is resource-consuming, expensive, and er-
ror-prone. While commercial, off-the-shelf
software packages are available, they come
with royalties and prohibitive service fees.
By positioning itself as a global public good,
openIMIS makes the software accessible to
as many stakeholders as possible, including
communities of practice, who in turn can
improve and develop their experiences and
contributions of existing implementations.
For example, A key innovation in Nepal
is the use of HL7 FHIR to communicate
data from OpenMRS to openIMIS, with
the potential to send data from other FHIR
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compliant electronic health records (EHRs).
This exchange of ideas on software, health
financing workflows and implementation
experiences keeps this growing community
vibrant and functional.

44 GNUHealth

GNU Health is a Libre digital health eco-
system from GNU Solidario, a non-profit
humanitarian organization focused on So-
cial Medicine. The following are the main
components that make up the GNU Health
ecosystem:

Hospital Management (HMIS);
Laboratory Management (Occhiolino);
Personal Health Record (MyGNUHealth);
Bioinformatics and Medical Genetics;
Thalamus and Federated health networks
(The GNU Health Federation);

o GNU Health embedded on Single Board
devices.

The GNU Health ecosystem provides the
tools for individuals, health professionals,
institutions and governments to proactively
assess and improve the underlying deter-
minants of health, from the socioeconomic
agents to the molecular basis of disease.
From primary health care to precision
medicine. GNU Health has been adopted
by health organizations and national public
health systems around the world.
GNUHealth has been designed with the
ideas of interoperability and accessibility.
The GNU Health Federation facilitates the
integration of individuals and heterogeneous
health informatic systems into a regional or
national health network. The GNU Health
federated network permits the deployment
of large, nationwide health networks, while
ensuring the continuity of operations at the
local nodes, a key factor in areas where the
Internet network connectivity is sub-optimal.
MyGNUHealth, the GNU Health Personal
Health record application, provides a tool for
individuals to be part of the system of health.
MyGNUHealth is a convergent application,
that is, the user interface (UI) adapts to desk-
tops and mobile devices (phones, tablets).
MyGNUHealth is a health tracker and diary.
This allows the person to be in contact with
their health professionals from their own home.
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In addition, the integration of MyG-
NUHealth into the GH Federation permits
the user sharing their health information and
status with professionals. MyGNUHealth
covers the main spheres of health (bio-psy-
cho-social). From the last blood pressure
and glucose readings, nutrition, sleeping pat-
terns, mood and energy levels, to name a few.

Privacy is another key factor in health
informatics. All the GNUHealth components
respect the user’s privacy. The user is in
charge of the application, so they can share
with their health professionals only the data
that they consider appropriate. GNU Health
integrates libraries to encrypt and digitally
sign documents and medical acts.

5 Conclusion

Open source software addresses many of the
challenges involved in making healthcare
more accessible, equitable and resilient. The
case studies presented in this paper demon-
strate how open source digital health can
contribute these goals for both individual
people trying to access and use healthcare
services and healthcare staff trying to de-
liver high-quality care. The advantages of
collaborative innovation, shared software
and sharing of meta-data and implementa-
tion experience can help organisations in
a wide range of environments. More data
is required on how well these tools lead to
software that is well used and contributes
to improved health care processes and
outcomes. This includes more evaluation
studies to determine how effective these
approaches are in real world deployments
at scale. These should include measuring
improvements in accessibility and use
of systems by a range of users including
remote or vulnerable groups and including
age, gender and ethnic background [31, 32].
This will allow optimal designs to be shared
and adopted at scale, ready for evaluation
of their broad impact.
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